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[bookmark: _Toc164069290]Policy Statement
St Basils requires all employees to act honestly and with integrity at all times and to safeguard the public resources for which we are responsible. As a registered housing association, St Basils must act in the best interests of its residents. We take a zero-tolerance approach to theft, fraud or corruption, taking firm action against any perpetrator. We operate systems to prevent, detect and investigate theft, fraud and corruption.  For the purposes of this policy, the word ‘fraud’ should be taken to cover all of these categories.

We take our financial responsibilities seriously and act to ensure that the assets and resources of St Basils are protected from abuse, noting that much of our income is via donations, or through public sector contracts and grants. This policy describes and formalises the processes for reporting and dealing with fraud and deterring anyone considering fraud.

The Bribery Act 2010 states it is a criminal offence to offer or receive a bribe. It also places specific responsibility on organisations to have in place sufficient and adequate procedures to prevent bribery and corruption taking place. Examples of bribery include a contractor offering payment for their tender to be accepted, or an applicant making a payment in order to be offered a home.

The Economic Crime and Corporate Transparency Act 2023 makes it an offence for organisations to fail to prevent fraud and the consequence of a breach of this legislation can be an unlimited fine. 

[bookmark: _Toc164069291]Scope of Policy
This policy applies to all board members and employees, in all departments and services. For the purposes of this policy the term ‘employee’ will include all employees (whether full time or part time), volunteers, casual workers and contracted workers.

This policy aims to help employees to understand the different types of fraud and how and when to report within St Basils any instances of suspected theft, fraud, bribery or corruption. Employees must ensure they adhere to legal and contractual requirements and ensure that all actions and practices remain above reproach.

This policy also covers relationships with funders and commissioners, including tendering arrangements, contract award, monitoring and payments.

Supported Lodgings hosts are also expected to adhere to this policy.

[bookmark: _Toc164069292]Definitions
Fraud is a criminal offence, and the term is generally used to describe such acts as deception, bribery, forgery, extortion, corruption, theft, conspiracy, embezzlement, misappropriation, false representation, concealment of material facts and collusions. For the purpose of this policy, fraud may be defined as the use of deception with the intention of obtaining an advantage, avoiding an obligation or causing loss to another party.  The three ways to commit Fraud as set out in The Fraud Act 2006 are:

Fraud by false representation. Representation must be made dishonestly and is made with the intention of making a gain or causing a loss or risk of loss to another. A representation is defined as false if it is untrue or misleading and the person making it knows that it is, or might be, untrue or misleading. Representation can be communicated through speech, by writing or electronically.

Fraud by failing to disclose information. This clause states that a fraud will have been committed if a person fails to declare information which they had a legal duty to disclose. There is a requirement that the person acts dishonestly and intends to make a gain for themselves, cause loss to another, or expose another to a risk of loss.

Fraud by abuse of position. Fraud by abuse of position requires a person who is in a privileged position to act dishonestly by abusing the position held; and by doing so, fail to disclose to another person, information they are legally required to disclose. The dishonest act must be with the intention of making a gain for themselves or another. Alternatively, it may be with the intention of causing a loss or risk of loss to another. The offence may be committed by omitting to make a declaration as well as by an act. 

Fraud does not have to lead to direct monetary gain. Some other instances of fraud that may be relevant for employees include:
· Falsifying timesheets
· Giving or receiving a false employee reference
· Falsifying expenses claims
· Knowingly recording transactions incorrectly (for example using an incorrect date to meet a monthly target) 
· Theft of company property, even taking St Basils merchandise without permission, would come under the definition of fraud
· Taking property / funds donated to St Basils, no matter how small these items may seem

Any instance of fraud discovered will be approached with zero-tolerance by St Basils 

Bribery is the offering, giving, receiving or soliciting of any item of value to influence the actions of an official or any other person in charge of a public or legal duty, The offer of a bribe alone is an offence, it doesn’t have to be accepted, as is the request to receive a bribe and the failure to prevent bribery (as an organisation). Consequences for organisations where bribery has occurred include fines and the prosecution of Directors, as well as significant reputational damage.

[bookmark: _Toc164069293]Legislation and Guidance
The Fraud Act 2006
The Bribery Act 2010 (amended 2012)
Money Laundering Regulations 2017 (amended 2019)
Public Interest Disclosure Act 1998
Prevention of Social Housing Fraud Act 2013
Computer Misuse Act 1990
Serious Crime Act 2015
Prevention of Social Housing Fraud (Powers to Request Information) Regulations 2014
Data Protection Act 2018
Economic Crime and Corporate Transparency Act 2023
National Housing Federation Code of Governance 2020
National Housing Federation Code of Conduct 2022


[bookmark: _Toc164069294]General Principles

It is important for employees to understand the different ways fraud can occur, especially those that have access to St Basils’ assets and resources.

There are three groups that could commit fraud:
1. Insiders – employees or Board members
2. Suppliers – that the organisation already works with
3. Third Parties – with no genuine relationship to the organisation and who make contact with the purpose of defrauding the organisation

Employees should always raise concerns to St Basils of potential fraud being committed by anyone, even if there is no evidence.

The likelihood of fraud is increased when the following three factors are present (The Fraud Triangle): 
1. Incentive – this could be personal financial pressures, or pressures to meet targets at work
2. Opportunity – organisations have the most control over this area via the strength of internal controls (for example, segregation of duties) 
3. Rationalise – how the employee justifies the action to themselves, driven by individual circumstance, this can be linked to feeling underappreciated by their organisation

Where the fourth element of individual capability is present (ex. individual malice or circumventing internal controls being seen as a technical challenge) then the likelihood of fraud occurring is high. Dissatisfied employees are more likely to engage in fraud, which is why it is very important that St Basils maintains a positive and open working environment and an anti-fraud culture amongst all employees. 

It is important for employees to understand The Fraud Triangle to identify when fraud may be occurring. Look out for suspicious activity linked to the opportunity side of the fraud triangle, such as people suddenly making grand lifestyle changes (new car or home). Be particularly aware of colleagues working together more often or more closely than you’d expect; or working with suppliers or customers to the exclusion of anyone else.

[bookmark: _Toc164069295]Prevention of Theft, Fraud, Bribery and Corruption
St Basils is committed to preventing theft, fraud, bribery and corruption through sound governance, robust internal controls and a regularly monitored risk management framework.  

[bookmark: _Toc164069296]Employee Recruitment and Culture
A key preventative measure against fraud is to deter employees who might undertake such activity and as such St Basils operates a zero-tolerance approach to fraud. 

St Basils recognises that effective recruitment processes for employees, volunteers and Board members are essential to ensure the integrity of all new appointments. These include: 
· A diverse recruitment panel consisting of people with different backgrounds and characteristics
· The checking of identity documents
· References and qualification checks 
· Checks for appropriate posts through the Disclosure and Barring Service and the use of the Update Service
· Detailed appraisal of employees’ performance and ability during probationary periods and throughout their entire employment. 

St Basils will ensure that all contracts conform to the highest standards possible and ensure that those organisations that work with St Basils to deliver services are made aware of our strong anti-fraud principles. 

We are regulated by the Regulator of Social Housing and subject to inspection from Local Authority and other commissioners. In preventing and detecting fraud we expect all employees and Board Members to act in accordance with the values of:
· Probity We act honestly and with integrity when dealing with our young people, assets, employees, suppliers and customers
· Openness All our activities are open and transparent, promoting confidence between young people, employees and the public.

[bookmark: _Toc164069297]Internal Controls to Minimise Fraud
St Basils operates a series of interrelated policies and procedures that provide an effective deterrent to fraudulent activity, and provide the means for reporting or detecting theft, fraud or corruption. These include 

· The Code of Conduct;
· Financial Regulations
· Probity Policy (including guidance for fundraising, receiving gifts and hospitality)
· Whistleblowing Policy
· Risk Management Policy

The five main areas of internal control are summarised below:
1. Accountability – clearly define what roles are responsible for each process
2. Segregation of duties – no one person should be able to complete a financial transaction end to end
3. Restrict access – give access only to those that require it to do their job
4. Documentation – have evidence for all transactions
5. Monitor, check and verify – it is good practice to rotate checking activities if possible

We commission internal audit reviews of our systems that report on the appropriateness and effectiveness of internal controls.  Actions raised by our internal auditors are discussed in detail at every meeting of the Business Support and Audit Committee and reviewed by the main Board of Directors at each meeting.

Mandatory Cyber Security training is provided for all employees and is required to be refreshed annually. Regular Workplace resources are uploaded for employees to read to help reduce the risk of third-party fraud, especially in the form of mandate fraud (sending money to fictitious supplier accounts).

[bookmark: _Toc164069298]Risk Management
St Basils has a Risk Management Framework which includes risk mitigation measures by which we aim to detect theft, fraud, bribery or corruption and deter potential perpetrators of such activity. Managers are expected to consider their risks on a regular basis and adapt the control systems and processes as appropriate.  As part of the overall Risk Management Framework St Basils uses a Risk Register, Fundraising Register and a ‘Register of Interests’ to monitor risk of fraud or bribery. 

All employees and Board members are required to complete a ‘Declaration of Interests’ both upon joining St Basils and annually and are obligated to report any changes as and when they occur.  All employees will receive an annual reminder to update their ‘Declaration of Interests’. Board Members are given the opportunity to declare any interests at the beginning of each meeting and are recorded in the minutes.

Employees must report any potential conflict of interest to their manager.  Employees shall not accept gifts, hospitality or benefits of any kind that may compromise or be considered to compromise their personal judgement and integrity, as described in the Code of Conduct and Probity Policy. 

[bookmark: _Toc164069299]Reporting Fraud
Employees who suspect theft, fraud, bribery or corruption has been or is being committed, must report the matter confidentially to their line manager, or if they are unavailable, to a member of the Senior Leadership Team (SLT). Concerns raised will then be reported to the Director of Finance. If they suspect their line manager of corruption, the employee should inform the Director of Finance in the first instance. The Director of Finance must then report the incident to the CEO or Company Secretary (where this is a separate person). Instances of theft should be reported using the incident management system.

If a member of the Finance team is suspected of fraud, the concern should be raised with the CEO and Director of Finance at the same time, or if this is not possible, the CEO first.

If a Board Member is suspected of fraud, the concern should be raised to the Company Secretary, who will then inform the CEO.

We will always try to protect the anonymity of those raising a concern.  However it should be noted that there may be disclosure requirements under GDPR, other legislation or legal due process.

The CEO, Company Secretary or Director of Finance may report suspicions to the Police. This will normally be done after consultation with each other. It may be necessary to report the fraud to persons from external agencies such as the Police, the Regulator of Social Housing (the regulator), Charity Commission and relevant insurers. The CEO must inform the regulator if the fraud is committed by a member of the Senior Leadership Team or Board Members, or reported by the Chair if the CEO is involved.

The scope of any investigation, including whether an investigation is appropriate, will be informed and guided by the discussions of the external agencies mentioned above.

[bookmark: _Toc164069300]Investigating Fraud
Any investigation of fraud or corruption must be conducted in a professional manner to protect our interests and those of the suspected person(s). 

The Director of Finance, or a Senior Manager deputising in their absence, will appoint an Investigating Officer (IO) within one working day of being notified of the incident. The CEO will appoint an IO if the suspected fraud concerns someone in the Finance team. Outsourcing, including referral to the internal auditors, may be considered where the enquiry requires expertise, for example, computer fraud investigations. 

The IO, external auditors, internal auditors, or their designated officers have authority to:
· access premises at all reasonable times
· obtain access to all assets, records, documents and correspondence relating to any financial and other transactions
· require and receive such explanations as are necessary concerning any matter under examination
· require any employee to account for cash, stocks or any other property under their control
· access records belonging to third parties, such as contractors when required, in accordance with contractual terms or as may be agreed with the third party
(Extract from Financial Regulations 5.2)

The IO will be fully briefed of the alleged incident(s) and the purpose of the investigation, and they should be given unrestricted access to the necessary documentation and people (both internal and external) to carry out their investigation.  The investigation will include, but is not limited to: 
• gathering evidence, taking statements and writing reports on suspected frauds 
• liaising with the CEO, Director of Finance, Company Secretary and the Chair of the Business Support and Audit Committee (BSAC) where investigations conclude that a fraud has taken place 
• identifying any weaknesses which contributed to the fraud
• if necessary, making recommendations for remedial action.

They will keep full and proper records of the investigation.  All confirmed incidents must be entered into the Fraud Register, which is held by the Company Secretary, and all incidents are reported to the BSAC at the next available meeting, and to the full Board as part of an annual report. Significant instances of fraud will always be reported to the Board at the soonest available date.

The IO will ensure confidentiality within the investigation. The investigation will be prioritised by all involved. The investigation will be conducted in a professional, fair and balanced manner to protect the interests of St Basils and all individuals involved. Evidence will be kept and stored appropriately for use in potential criminal or civil proceedings. The IO will follow our Confidentiality and Whistleblowing Policies to ensure the protection of those notifying concern.

On completion of the investigation, the Director of Finance will report the outcome to the CEO and Business Support and Audit Committee. The report will document findings and any further actions, including recommending any:

· disciplinary measures
· criminal prosecution
· civil action to recover misappropriated monies, assets and their equivalent value
· recovery through insurance
· changes to the policies, practices and procedures of St Basils avoiding recurrence. 
	
Whilst this report will be kept confidential, it should be noted that there may be legal, regulatory or contractual obligations that may require this report to be shared with external agencies.

When starting a fraud investigation, one of the first steps must be to have a clear understanding of how the investigation is going to be ended (procedurally) in a prompt but professional manner.

[bookmark: _Toc164069301]Consequences of Committing Fraud
Where evidence of fraud or theft has been identified, St Basils reserves the right to take whatever action it deems necessary and reasonable to recover any assets that have been lost as a result of fraud. Possible courses of action include: 
· Criminal prosecution, with Police support 
· Civil recovery of losses 
· Action under the HR disciplinary procedures 
· Referral of individuals to professional bodies

The Board and Senior Leadership Team have a commitment to enforce St Basils’ zero tolerance approach to fraud and ensure an anti-fraud culture is present throughout the organisation.

[bookmark: _Toc164069302]Money Laundering
Money laundering is the process by which criminals attempt to ‘clean’ the proceeds of their criminal activities in order to conceal its origins and ownership to prevent money being traced back to the criminal activity. All suspicions of money laundering must be reported to the Director of Finance and will be investigated in the same manner of reports of fraud, theft and bribery.  If the Director of Finance concludes that the suspicion is valid, it will be reported fully in writing to the National Crime Agency (NCA).

The Fundraising department monitor amounts received by donors and will raise any irregularities to the Director of Finance for investigation.

[bookmark: BM4_3][bookmark: _Toc164069303]Roles and Responsibilities
Everyone has a role at preventing fraud, although it is the CEO who maintains overall responsibility for the prevention of theft, fraud, bribery and corruption, and is accountable to the Board, Homes England, the Regulator of Social Housing and the Charity Commission. 

The Director of Finance is responsible for ensuring that St Basils: 
· has proper arrangements in place for all St Basils financial affairs 
· implements appropriate measures to prevent and detect theft, fraud, bribery and corruption, and protect St Basils assets from fraud and loss
· has put in place effective arrangements for internal audit and that it is adequately resourced and maintained
· supports internal audit arrangements and that the Business Support and Audit Committee receives the necessary advice and information, so that both functions can operate effectively
· communicates regular messages to employees regarding updates / changes to common types of fraud
	
Managers should ensure that adequate and effective systems of internal control exist within their areas of responsibility, and that such controls, checks and supervision operate in such a way as to prevent or detect fraud.

All employees, Board members and Supported Lodgings Hosts must act with propriety in the use of St Basils resources and in the handling and use of public funds. This includes involvement with cash payment systems, receipts or dealing with contractors, suppliers and customers.  

All employees are expected to act honestly and are responsible for identifying and reporting fraud and corruption.

External auditors have a statutory duty to report any fraud discovered, firstly to management within the organisation or to the Board if management are suspected to be involved with the fraud. The auditors may also report to an external party (ex. police or regulators) depending on the nature of the fraud.

[bookmark: _Toc164069304]Training Requirements
It is the responsibility of management to communicate the Anti-Theft, Fraud, Bribery and Corruption Policy to their employees and to promote within their teams a greater awareness of and alertness to the signs of fraud and corruption. Fraud training will be available for all employees, and managers of teams with access to St Basils’ resources (ex. Finance, IT, Fundraising) should encourage their teams as much as possible to use the additional training resources. Other resources (for example articles on changes in legislation / fraud activity) will be uploaded to Workplace periodically to ensure fraud remains a constant consideration of all employees. Training in varying formats can be requested from the Learning & Development team to ensure a fair and consistent understanding and application of the policy across the organisation.


[bookmark: _Toc164069305]Equality, Diversity and Inclusion (EDI)
St. Basils is committed to creating and maintaining an environment for young people, staff and partners where diversity is embraced and free from all forms of discrimination. This maintained environment should allow for reports of suspected fraud to be investigated in a consistent and fair manner, regardless of differing characteristics or roles within St Basils.

[bookmark: _Toc164069306]Communication
This policy will be communicated effectively to all employees via a range of different media avenues and can be produced in other formats where needed. 

[bookmark: _Toc164069307]Responsibility
The Director of Finance is responsible for ensuring this policy is implemented and monitored.

[bookmark: _Toc164069308]Continuous Renewal Clause 
This procedure will be reviewed every 3 years by the organisation to ensure it is in accordance with good practice guidance, prevailing legislation and statutory frameworks. However this policy may be assessed before that time as necessary – such as: 
· if it becomes ineffective
· to reflect substantial changes in practice
· following inspection, as recommended by auditors
· or changes required by law
[bookmark: _Toc164069309]Disclaimer
This document can only be considered valid when viewed on the St Basils Shared: Drive. If this document has been printed or saved to another location, you must check that the version number on your copy matches that of the document online. Hard copies of this document are considered uncontrolled - please refer to the St Basils Shared Drive for latest version.
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